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1
Decision/action requested
Approve the pCR below
2
References

3

Rationale

Propose a New solution for protecting groupcast/broadcast messages.
4
Detailed proposal
*** BEGIN CHANGES ***
6.X
Solution #X: Protecting groupcast/broadcast messages
6.X.1
Introduction 

This solution addresses Key issue #5: Protection of groupcast/broadcast.
This solution proposes key hierarchies and message formats for protecting groupcast and broadcast messages.
6.X.2
Solution details

6.X.2.1
Protecting groupcast message
6.X.2.1.1
Groupcast security key hierarchy
The groupcast security key hierarchy is shown in the following figure.
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Figure6.X.2.1.1-1: Groupcast security key hierarchy
-
Positioning Group Key (PGK): A key is provided by a KMF to a group member. This key is used to derive the PTK for a group member in the group.
-
Positioning Traffic Key (PTK): This key is bound to a group member. The PTK is derived using the PGK based on Group ID, Group member ID, and Group key ID. 
-
Positioning Session Key (PSK): This key is generated by a group member using its PTK based on key generation time and a nonce. The key is used to generate PEK and PIK.
-
Positioning Encryption Key (PEK): This key is generated using PSK and used for message encryption protection.
-
Positioning Integrity Key (PIK): This key is generated using PSK and used for message integrity protection.
The detailed generation method for these keys will be determined in normative work. This solution does not specify how UE obtains PGK.
6.X.2.1.2
Groupcast security
The format of SLPP message for Sidelink Positioning groupcast is shown in the following figure.
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Figure 6.X.2.1.2-1: SLPP message format for Sidelink Positioning groupcast
The message sending UE performs the following operations:

-
Construct the message as shown in figure 6.X.2.1.2-1.
-
Selects a valid PGK stored locally, generate the PTK using the PGK based on Group ID, Group member ID and Group key ID, generate PSK using the PTK based on current time and a nonce, and generate PEK and PIK using the PSK.
-
If message integrity protection is enabled, calculate MAC of the message, otherwise the MAC field will be filled with all zeroes. The integrity algorithms specified in Annex D in TS 33.501 [8] are used to calculate MAC.
-
If message confidentiality protection is enabled, encrypt the Payload and MAC. The ciphering algorithms specified in Annex D in TS 33.501 [8] are used for the confidentiality protection.
The message receiving UE performs the following operations:

-
Select a locally stored PGK using the Group key ID carried in the message, calculate PTK, PSK, PEK and PIK in the same way as sending UE based on the parameters carried in the message.
-
If message confidentiality protection is enabled, decrypt the ciphertext.
-
If message integrity protection is enabled, verify integrity protection by checking the MAC of the message.
6.X.2.2
Protecting broadcast message
6.X.2.2.1
Broadcast security key hierarchy
The broadcast security key hierarchy contains the following keys.

-
Positioning Encryption Key (PEK): This key is used for message encryption protection. PEK is provided by a KMF.
-
Positioning Integrity Key (PIK): This key is used for message integrity protection. PIK is provided by a KMF.
This solution does not specify how UE obtains PEK and PIK.
6.X.2.2.2
Broadcast security
The format of SLPP message for Sidelink Positioning broadcast is shown in the following figure.
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Figure 6.X.2.2.2-1: SLPP message format for Sidelink Positioning broadcast
The message sending UE performs the following operations:

-
Construct the message as shown in figure 6.X.2.2.2-1.
--
If message integrity protection is enabled, calculate MAC of the message, otherwise the MAC field will be filled with all zeroes. The integrity algorithms specified in Annex D in TS 33.501 [8] are used to calculate MAC.
-
If message confidentiality protection is enabled, encrypt the Payload and MAC. The ciphering algorithms specified in Annex D in TS 33.501 [8] are used for the confidentiality protection.
The message receiving UE performs the following operations:

-
Use the PEK ID and PIK ID carried in the message to select the locally stored PEK and PIK.
-
If message confidentiality protection is enabled, decrypt the ciphertext.
-
If message integrity protection is enabled, verify integrity protection by checking the MAC of the message.
6.X.3
Evaluation

This solution addresses the key issue #5.
This solution proposes key hierarchies and message formats for protecting groupcast and broadcast messages.

This solution does not address how to provision PGK used in groupcast and PEK/PIK use in broadcast to UEs. For key provision issue, other solutions in this TR can be considered.
*** END OF CHANGES ***
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